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Introduction
Background
The OpenAPI Specification (OAS) defines a standard, programming language-agnostic interface description for REST APIs, which allows both humans and computers to discover and understand the capabilities of a service without requiring access to source code, additional documentation, or inspection of network traffic. When properly defined via OpenAPI, a consumer can understand and interact with the remote service with a minimal amount of implementation logic. Similar to what interface descriptions have done for lower-level programming, the OpenAPI Specification removes guesswork in calling a service.

Oasis is:
Base on Plug's implements, according to the OpenAPI Specification to generate server's router and the all well defined HTTP request handlers, since the OAS defines a detailed collection of data types by JSON Schema Specification, Oasis leverages this and focuses on the types conversion and validation to the parameters of the HTTP request.
	Maintain an OpenAPI Specification document(in YAML or JSON) is the first priority
	Generate the maintainable router and HTTP request handlers code by the defined document
	In general, we do not need to manually write the OpenAPI definitions in Elixir
	Simplify the REST APIs to convert types and validate the parameters of the HTTP request
	More reference and communication to your REST APIs

Installation
Add oasis as a dependency to your mix.exs
def deps do
  [
    {:oasis, "~> 0.7.0"}
  ]
end
Implements to OAS
Oasis does not cover the full OpenAPI specification, so far the implements contain:
	Components Object
	Paths Object
	Path Item Object
	Operation Object
	Parameter Object
	Request Body Object
	Media Type Object
	Header Object
	Reference Object
	Schema Object
	Security Scheme Object	Bearer Authentication, please see Oasis.Plug.BearerAuth for details.
	HMAC Authentication, please see Oasis.Plug.HMACAuth for details.



We also have some OpenAPI Specification Extensions defined for use, please see our Specification Extensions Guide.
How to use
Prepare YAML or JSON specification
First, write your API document refer the OpenAPI Specification(see reference for details), we build Oasis with the version 3.1.0 of the OAS, as usual, the common use case should be covered for the version 3.0.* of the OAS.
Here is a minimum specification for an example in YAML, we save it as "petstore-mini.yaml" in this tutorial.
openapi: "3.1.0"
info:
  title: Petstore Mini
paths:
  /pets:
    get:
      parameters:
        - name: tags
          in: query
          required: false
          schema:
            type: array
            items:
              type: string
        - name: limit
          in: query
          requried: false
          schema:
            type: integer
            format: int32
      response:
        '200':
          content:
            application/json:
              schema:
                type: array
                items:
                  $ref: '#/components/schemas/Pet'
    post:
      operationId: addPet
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/NewPet'
      response:
        '200':
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/Pet'

  /pets/{id}:
    get:
      operationId: find pet by id
      parameters:
        - name: id
          in: path
          required: true
          schema:
            type: integer
            format: int64
      response:
        '200':
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/Pet'
components:
  schemas:
    Pet:
      allOf:
        - $ref: '#/components/schemas/NewPet'
        - type: object
          required:
          - id
          properties:
            id:
              type: integer
              format: int64

    NewPet:
      type: object
      required:
        - name
      properties:
        name:
          type: string
        tag:
          type: string
Run mix task
And then we run the following mix task to generate the corresponding files:
mix oas.gen.plug --file path/to/petstore-mini.yaml
We will see these output:
Generates Router and Plug modules from OAS
* creating lib/oasis/gen/router.ex
* creating lib/oasis/gen/pre_find_pet_by_id.ex
* creating lib/oasis/gen/find_pet_by_id.ex
* creating lib/oasis/gen/pre_add_pet.ex
* creating lib/oasis/gen/add_pet.ex
* creating lib/oasis/gen/pre_get_pets.ex
* creating lib/oasis/gen/get_pets.ex
The arguments of oas.gen.plug mix task:
	--file, required, the completed path to the specification file in YAML or JSON format.
	--router, optional, the generated router's module alias, by default it is Router (the full module name is Oasis.Gen.Router by default), for example we set --router Hello.MyRouter meanwhile there is no other special name space defined, the final router module is Oasis.Gen.Hello.MyRouter in /lib/oasis/gen/hello/my_router.ex path.
	--name-space, optional, the generated all modules' name space, by default it is Oasis.Gen, this argument will always override the name space from the input --file if any "x-oasis-name-space" field(s) defined.

JSON Schema and $ref handling
Oasis uses jsonschex for JSON Schema Draft 2020-12 compilation and validation.
Generated validators embed schemas with JSONSchex.Schema.compile!/2.
Oasis distinguishes OpenAPI Reference Objects from JSON Schema $ref keywords:
	OpenAPI Reference Objects needed for generation, such as Path Item, Parameter, Request Body, and Response refs, are resolved before router generation.
	Schema Object $ref values are preserved and resolved by jsonschex through JSONSchex.bundle_fragment/2; generated modules then compile the bundled standalone schema with JSONSchex.Schema.compile!/2.

This means external shared schema files and recursive schemas are handled by jsonschex, while Oasis keeps OpenAPI-specific traversal and code generation local to Oasis.
Library callers can use Mix.Oasis.new/2 to obtain the generation plan and pass a custom JSONSchex-compatible :loader when they need non-default file lookup or in-memory resources. The mix task keeps the default local YAML/JSON loader and does not expose custom loader configuration.
Bundled schema shape
The schemas embedded in generated pre_*.ex modules are the standalone bundles returned by JSONSchex.bundle_fragment/2. Oasis preserves those bundles verbatim rather than curating JSON Schema keywords or stripping OpenAPI keys.
A bundle may therefore contain $defs, components, custom vocabulary keywords, OpenAPI annotations, or other containing-document context. JSONSchex guarantees that reachable references can compile without the original source loader; it does not guarantee a byte-minimal output shape. Applications should depend on schema behavior rather than the presence or absence of incidental top-level keys.
Generation-time vs. runtime source metadata
OpenAPI source locations (path, HTTP verb, parameter location/name, content type) are exposed at generation time on the public :source_meta field of %Mix.Oasis.Router{}. They are not embedded into generated runtime modules — the runtime stays small and Plug-native.
For runtime error handling, Oasis.BadRequestError carries :use_in and :param_name, and its :error field will be an %Oasis.BadRequestError.JSONSchemaValidationFailed{} whenever the failure originated from JSON Schema validation. That struct exposes the underlying %JSONSchex.Types.Error{} plus a URI-fragment JSON Pointer (:path) into the offending payload:
def handle_errors(conn, %{reason: %Oasis.BadRequestError{
      error: %Oasis.BadRequestError.JSONSchemaValidationFailed{path: pointer},
      use_in: use_in,
      param_name: param_name
    }}) do
  send_resp(conn, 400, "#{use_in} parameter `#{param_name}` failed validation at #{pointer}")
end
See guides/handle_errors.md for the full pattern.
Special instructions
Name Plug's handler
Refer the OAS, the operationId field of Operation Object is not required, but it should be unique among all operations described in the API if operationId field exists.
	When use this field, Oasis will use it to construct the generated module alias and the file name of ".ex" file, e.g. see the above find_pet_by_id.ex file with Oasis.Gen.FindPetById module name.
	When not use this filed, Oasis will combine the HTTP verb with the URL to generate the module alias and the file name of ".ex" file, e.g. see the above get_pets.ex file with Oasis.Gen.GetPets module name.

Generated code to folder
The generated codes are always put in the lib directory of your application root path, because they need to be integrated into your application in runtime.
Custom name space of generated modules
By default, the name space of the generated module is Oasis.Gen and its folder path is lib/oasis/gen, but we can custom it use these ways:
	As a final global definition when run oas.gen.plug mix task, input --name-space argument to set this, this argument always overrides all name space even we have some sections of document have special definition (via "x-oasis-name-space"), for example:

  mix oas.gen.plug --file path/to/petstore-mini.yaml --name-space My.Petstore
  Generates Router and Plug modules from OAS
  * creating lib/my/petstore/router.ex
  * creating lib/my/petstore/pre_find_pet_by_id.ex
  * creating lib/my/petstore/find_pet_by_id.ex
  * creating lib/my/petstore/pre_add_pet.ex
  * creating lib/my/petstore/add_pet.ex
  * creating lib/my/petstore/pre_get_pets.ex
  * creating lib/my/petstore/get_pets.ex
  Now, we can see the generation folder path is lib/my/petstore, let's open the get_pets.ex file, the module name changed from Oasis.Gen.GetPets to My.Petstore.GetPets.
	Use "x-oasis-name-space" in the OAS's Operation Object, for example, add this newline x-oasis-name-space: Common.Api as below:

    paths:
      /pets:
        get:
          x-oasis-name-space: Common.Api
          parameters:
            - name: tags
              ...
        post:
          ...
      /pets/{id}:
        ...
  Run again, please note this time no --name-space argument.
  mix oas.gen.plug --file path/to/petstore-mini.yaml
  Generates Router and Plug modules from OAS
  * creating lib/oasis/gen/router.ex
  * creating lib/oasis/gen/pre_find_pet_by_id.ex
  * creating lib/oasis/gen/find_pet_by_id.ex
  * creating lib/oasis/gen/pre_add_pet.ex
  * creating lib/oasis/gen/add_pet.ex
  * creating lib/common/api/pre_get_pets.ex
  * creating lib/common/api/get_pets.ex
  We can see pre_get_pets.ex and get_pets.ex files are moved into the expected path, and their module names are Common.Api.GetPets and Common.Api.PreGetPets, other operations do not define any "x-oasis-name-space" field, so they still use the default one Oasis.Gen.
	Use "x-oasis-name-space" in the OAS's Paths Object, this use case as a global setting and can archive it in the document under the file version management, for example, add this newline x-oasis-name-space: Common.Api as below:

    paths:
      x-oasis-name-space: Common.Api
      /pets:
        get:
          parameters:
            - name: tags
              ...
        post:
          ...
      /pets/{id}:
        ...
  Run again, please note this time no --name-space argument, and the GET operation of the "/pets" path is no "x-oasis-name-space" either.
  mix oas.gen.plug --file path/to/petstore-mini.yaml
  Generates Router and Plug modules from OAS
  * creating lib/common/api/router.ex
  * creating lib/common/api/pre_find_pet_by_id.ex
  * creating lib/common/api/find_pet_by_id.ex
  * creating lib/common/api/pre_add_pet.ex
  * creating lib/common/api/add_pet.ex
  * creating lib/common/api/pre_get_pets.ex
  * creating lib/common/api/get_pets.ex
We can see all generated files are moved into the expected path, and all modules' name start with Common.Api.
Summarize about the name space of generated module:
	The optional --name-space argument to the mix oas.gen.plug command line is in the highest priority to set the name space;

	We also can define "x-oasis-name-space" extension field in the specification document to make this archivable, please see here for details.


HTTP request handler files in pairs
The generated HTTP request handler files are named in pairs, one is pre_operation.ex, and another is operation.ex, the name beginning with pre_ file is in charge of converting and validating the parameters of each HTTP request definition, the content of this file will be updated according to the section of the document changes or Oasis upgrade in the future, so we CAN NOT write any business logic in this file; another file is only created in the first time of generation as long as this file does not exist, this is a common Plug module which is after the defined preprocessor by Plug's pipeline, we need to fill in business logic in here.
mix oas.gen.plug --file path/to/petstore-mini.yaml
Generates Router and Plug modules from OAS
* creating lib/oasis/gen/router.ex
* creating lib/oasis/gen/pre_find_pet_by_id.ex
* creating lib/oasis/gen/find_pet_by_id.ex
* creating lib/oasis/gen/pre_add_pet.ex
* creating lib/oasis/gen/add_pet.ex
* creating lib/oasis/gen/pre_get_pets.ex
* creating lib/oasis/gen/get_pets.ex
Integration
After the above generation, let's integrate it, assume the generated router is Oasis.Gen.Router, we can use it in the Plug's adapter like this:
Plug.Adapters.Cowboy.child_spec(
  scheme: :http,
  plug: Oasis.Gen.Router,
  options: [
    port: port
  ]
)
Or we can plug this router into the existence router module like this:
defmodule MyExistenceRouter do
  use Plug.Router

  plug(Oasis.Gen.Router)

  plug(:match)
  plug(:dispatch)

  # other

end
Please note that the added line of plug(Oasis.Gen.Router) is before the line of plug(:match).
TODO
	The Specification contains XML object is not supported so far.
	Make document more clear.
	There are still some details maybe not implement(or bug) from the OAS, please create an issue or a PR for tracking, thanks in advanced :)

Reference
	The official OpenAPI Specification v3: Github | Official Web Site

	JSON Schema Reference



  

    Changelog

v0.7.0 (2026-08-06)
Breaking release. Oasis 0.7 replaces its JSON Schema engine and changes
several public APIs PR #3. Read the 0.7 migration guide
before upgrading.

Breaking changes
	JSON Schema engine: replace ex_json_schema with jsonschex ~> 0.9.0 for JSON Schema Draft 2020-12 compilation and validation. ex_json_schema is removed, so checked-in generated modules containing %ExJsonSchema.Schema.Root{} must be regenerated before they compile.
	Oasis.Spec.read/1: successful reads now return %Oasis.Spec.Document{} instead of %ExJsonSchema.Schema.Root{}. Handwritten integrations must use compiled %JSONSchex.Types.Schema{} values; Oasis.Spec.Utils.expand_ref/1 is removed.
	Validation errors: rename the JsonSchemaValidationFailed suffix to Oasis.BadRequestError.JSONSchemaValidationFailed.
	Token and authentication statuses: public token helpers and generated callbacks return string statuses such as "expired", "invalid", "missing", and "invalid_token" instead of atoms. Plug adapters continue to accept known legacy atom results from custom callbacks.
	Decoded-map generation: raw OpenAPI maps are strict by default. Callers using Oasis's legacy pre-grouped parameter maps must explicitly pass normalized_parameters: true to Mix.Oasis.new/2.
	Handwritten JSON pipelines: configure Oasis.CacheRawBodyReader as the Plug.Parsers body reader. Oasis now fails closed when it cannot distinguish primitive or empty JSON bodies from Plug's map-shaped representations.

Highlights
	Resolve structural OpenAPI Reference Objects with JSONSchex.Ref.resolve_selected/2 while preserving Schema Object $refs for JSONSchex. Local and external Security Scheme refs are resolved before generation; invalid structural targets return source-aware Oasis.InvalidSpecError values.
	Bundle reachable JSON Schema fragments with JSONSchex, including external resources, recursive schemas, custom loaders, and deep rebasing of unselected refs. Generation always uses one resolved loader call; callers may provide :loader or pass loader: nil to disable external loading.
	Preserve HTTP coercion for parameter, primitive-body, form, and multipart schemas behind $refs, including refs scoped beneath nested $id resources. JSONSchex remains the authority for final validation and asserted formats.
	Distinguish explicit JSON null and {} from absent bodies through raw-body provenance; match parameterized application/*+json and wildcard media ranges; reject ambiguous, unmatched, and unparsed bodies instead of skipping validation. Primitive roots remain under Plug's _json map key.
	Preserve JSONSchex's native leaf-first errors while deriving deterministic root-first URI-fragment JSON Pointers for Oasis error reporting, nested arrays, and uploaded files.
	Support single-entry Parameter Objects using content, correct prefixItems coercion for short arrays and typed tails, and allow multipart uploads only through applicable explicit binary/byte string schemas. Overlapping schemas, applicators, and active conditionals are evaluated fail-closed.
	Keep JSONSchex's standalone bundles verbatim, preserving custom vocabularies and OpenAPI Schema Object annotations. Generated support pre-plugs are reconciled with production templates, including JSONSchex macros, raw-body readers, notices, and super(opts) behavior.
	Rewrite HMAC date examples with standard-library ISO 8601 parsing and update generated callback examples to use string statuses.
	Mix.Oasis.Router.source_meta now documents logical operation/input identities rather than exact external-reference targets.

v0.6.0 (2026-01-29)
	Fix compile fail inspect_as_struct in Elixir 1.19
	Fix compile warning and test cases in Elixir 1.19

v0.5.2 (2025-02-20)
	Fix compile warning in Elixir 1.18
	Fix the broken source url in mix.exs

v0.5.1 (2023-02-14)
	Fix to ensure validation and parse working when request header content type with charset (issue#15)
	Fix to adapt request body (via Plug.Parsers.JSON) validation in a "_json" key wrapper (issue#19)
	Adapt to use conn.host for HMAC authorization when use Plug "1.14.0" (PR#18)
	Update compile compatibility with Elixir ~> 1.14 (PR#21)

v0.5.0 (2022-07-21)
	Fix test failed in OTP24
	Add HMAC based authentication implement (issue#8)
	Some fixing and enhancement (PR#12)

v0.4.3 (2021-05-13)
	Fix to make properly handle file uploads

v0.4.2 (2021-05-11)
	Add --force and --quiet options for mix oas.gen.plug

v0.4.1 (2021-04-29)
Fix unexpected "..." string in generated pre_* module when a large number of parameters defined
v0.4.0 (2021-04-14)
	Improve errors handle and add a guide about it

v0.3.1 (2021-04-08)
	Fix incorrectly handle errors in generated plug module
	Simplify handle_errors/2 process in generated pre_* module

v0.3.0 (2021-04-08)
	Add conn.private.oasis_router
	Add a specification extensions guide
	Support Security Scheme Object with Bearer Authentication
	Fix the order to override x-oasis-name-space field

v0.2.1 (2021-03-24)
	Fix unexpected :body_schema in generated pre_* module

v0.2.0 (2021-03-23)
	Use Oasis.Controller

v0.1.0 (2021-03-17)
	Implement some parts of OpenAPI definition *Object in parse
	Implement a basic router and plugs pipeline process
	Add a mix task mix task oas.gen.plug to generate code
	100% test coverage



  

    Handle Errors

When we run the mix oas.gen.plug mix task to generate the corresponding modules, we will see output similar to the following (this is only an example):
...
* creating lib/oasis/gen/pre_list_pets.ex
* creating lib/oasis/gen/list_pets.ex
...
The pre_list_pets.ex and list_pets.ex files come in pairs. The pre_-prefixed module is in charge of parsing and validating the request. The other module runs after the pre_ pipeline and is in charge of the detailed business logic. The plain (non-pre_) module also provides a handle_errors/2 callback to process errors:
def handle_errors(conn, %{kind: _kind, reason: reason, stack: _stack}) do
  message = Map.get(reason, :message) || "Something went wrong"
  send_resp(conn, conn.status, message)
end
The reason is an Oasis.BadRequestError exception whose :error field is one of:
	Oasis.BadRequestError.Invalid
	Oasis.BadRequestError.Required
	Oasis.BadRequestError.JSONSchemaValidationFailed
	Oasis.BadRequestError.InvalidToken

We can pattern-match to process specific error cases:
def handle_errors(conn, %{
      kind: _kind,
      reason: %Oasis.BadRequestError{
        error: %Oasis.BadRequestError.JSONSchemaValidationFailed{} = error,
        use_in: use_in,
        param_name: param_name
      } = reason,
      stack: _stack
    }) do
  # `error.error` is the underlying %JSONSchex.Types.Error{} with `rule`, `path`,
  # `context`, etc. You can inspect it to render rich validation feedback.
  #
  # `error.path` is a URI-fragment JSON Pointer into the request payload (e.g.
  # "#/name"). It applies RFC 6901 escaping and URI percent-encoding.
  #
  # `use_in` ("query", "header", "cookie", "path", or "body") and `param_name`
  # together identify which request input failed validation. Combined with
  # `conn.method`, `conn.request_path`, etc. they give you full runtime context.
  send_resp(conn, conn.status, reason.message)
end

def handle_errors(conn, %{
      kind: _kind,
      reason: %Oasis.BadRequestError{error: %Oasis.BadRequestError.InvalidToken{}} = reason,
      stack: _stack
    }) do
  send_resp(conn, conn.status, reason.message)
end

def handle_errors(conn, %{kind: _kind, reason: reason, stack: _stack}) do
  send_resp(conn, conn.status, Map.get(reason, :message) || "Something went wrong")
end
OpenAPI source locations
Generated runtime modules do not embed deep links back into the OpenAPI
document, so JSONSchemaValidationFailed stays small and focused on the
runtime payload error.
If you need to map a failure back to the OpenAPI document at generation time
(for tooling, documentation, or diagnostics), use the public :source_meta
field on %Mix.Oasis.Router{}. It carries the OpenAPI source location for
every parameter and request-body schema Oasis extracted, using the user's
original OpenAPI shape (URLs like /users/{id}, not Oasis's post-processed
/users/:id). Each entry is identified structurally:
	parameters by (path, http_verb, parameter_location, parameter_name)
	request bodies by (path, http_verb, content_type)

See Mix.Oasis.Router for the full shape.


  

    Migrating to Oasis 0.7

Oasis 0.7 replaces ex_json_schema with jsonschex, changes several public status and struct names, and preserves OpenAPI source context in Oasis.Spec.Document. These changes require regenerating modules produced by older Oasis releases.
Update the dependency
Update mix.exs:
def deps do
  [
    {:oasis, "~> 0.7.0"}
  ]
end
Then fetch the new dependency without compiling stale checked-in generated
modules first:
mix deps.get

Regenerate checked-in modules before compiling
Generated pre_*.ex modules from Oasis 0.6 may contain
%ExJsonSchema.Schema.Root{} values. Those modules cannot compile after
ex_json_schema is removed.
Run the generator before mix compile:
mix oas.gen.plug --file path/to/openapi.yaml --force
mix compile

The generator overwrites managed router and pre_*.ex files. It does not
replace existing user-owned operation handler modules generated with the
:new_eex policy.
If a project bootstrap script currently runs mix compile before generation,
change the order to:
	mix deps.get
	mix oas.gen.plug --file ... --force
	mix compile
	mix test

After regeneration, remove an explicit ex_json_schema dependency if the
application added it only for Oasis-generated modules.
Update project-local generator template overrides
Oasis 0.7 names generator templates by their actual EEx role. If the project
copies or overrides files under priv/templates/oas.gen.plug, rename overrides
from .ex / .exs to .ex.eex / .exs.eex, for example:
router.ex              -> router.ex.eex
pre_plug.ex            -> pre_plug.ex.eex
plug/request_validator.exs -> plug/request_validator.exs.eex
Apply the same suffix change to custom bearer, HMAC, and operation Plug
templates. Otherwise the generator will no longer discover the override.
Update handwritten schema-validation integrations
Generated schemas and Oasis request validation now use compiled
%JSONSchex.Types.Schema{} values, not %ExJsonSchema.Schema.Root{} values.
Handwritten Oasis.Plug.RequestValidator options or project code that builds
schemas directly must compile them with JSONSchex, for example:
require JSONSchex.Schema

schema =
  JSONSchex.Schema.compile!(
    %{"type" => "integer"},
    format_assertion: true,
    content_assertion: false
  )

query_schema = %{
  "id" => %{"required" => true, "schema" => schema}
}
Because JSONSchex.Schema.compile!/2 is a macro, add
require JSONSchex.Schema in the module that invokes it. Runtime callers may
instead use JSONSchex.compile/2 and handle its {:ok, schema} / {:error, error} result.
Oasis.Spec.Utils.expand_ref/1 has been removed. Do not replace it with another
eager expander: retain Schema Object refs and let JSONSchex compile, validate,
and bundle their graph with Draft 2020-12 resource semantics.
Programmatic callers that previously passed Oasis's already-grouped parameter
maps directly to Mix.Oasis.new/2 must opt in explicitly:
Mix.Oasis.new(spec, normalized_parameters: true)
Decoded OpenAPI maps use Parameter Object arrays and are validated strictly by
default.
Configure JSON body provenance in handwritten pipelines
Generated routers automatically cache raw request bodies. A handwritten Plug
pipeline that accepts JSON bodies must use the same body reader so Oasis can
both distinguish Plug's _json envelope from a literal object property and
distinguish an absent body from the empty JSON object {}:
plug Plug.Parsers,
  parsers: [:json],
  pass: ["*/*"],
  json_decoder: Jason,
  body_reader: {Oasis.CacheRawBodyReader, :read_body, []}

plug Oasis.Plug.RequestValidator, body_schema: body_schema
Without raw provenance, Oasis deliberately keeps a single-key _json map as an
object and fails closed rather than guessing from the schema. An ambiguous empty
parsed map returns an actionable 415 unless framing headers prove that bytes
were present. Validated primitive roots remain in Plug's map-shaped
representation and are available at conn.body_params["_json"].
Mark multipart uploads explicitly as binary
Oasis 0.7 no longer suppresses JSON Schema type errors for arbitrary
%Plug.Upload{} values. Every uploaded part must be authorized by an applicable
string schema with format: "binary" or format: "byte".
For multiple files, declare the item schema explicitly:
type: array
items:
  type: string
  format: binary
Schemas that previously used {}, type: string without a binary/byte format,
or unconstrained array items now reject uploads. Applicator conflicts and
content-sensitive assertions fail closed because Oasis cannot validate file
contents as an ordinary JSON string.
Validation error struct rename
Replace matches using the old JsonSchemaValidationFailed struct suffix with:
%Oasis.BadRequestError.JSONSchemaValidationFailed{}
The nested error now contains a JSONSchex.Types.Error, and its :path is a
root-first URI-fragment JSON Pointer such as "#/users/0/name". Runtime route and
parameter context remains on the surrounding Oasis.BadRequestError through
:use_in and :param_name.
Token and authentication statuses
Public token helpers and callbacks now use string status codes:
{:error, "expired"}
{:error, "invalid"}
{:error, "missing"}
{:error, "invalid_token"}
Update direct callers and custom callbacks that pattern-match atoms. The Bearer
and HMAC Plug adapters temporarily accept legacy callback atoms such as
:expired and :invalid_token, but helper callers receive strings directly.
Oasis.Spec.read/1
In Oasis 0.6, a successful read returned an %ExJsonSchema.Schema.Root{} whose
schema had been eagerly expanded by Oasis. Oasis 0.7 instead returns an
Oasis.Spec.Document:
document = Oasis.Spec.read("path/to/openapi.yaml")
schema = document.schema
document.schema is the normalized generation view, not a drop-in semantic
replacement for the old root.schema: structural OpenAPI Reference Objects are
resolved, while Schema Object $ref values deliberately remain for JSONSchex.
The document also retains an immutable reference_schema, source path, URL
aliases, and pointer sidecars needed by generation.
Pass the complete document through the Oasis generator (mix oas.gen.plug).
Code that only inspects the normalized OpenAPI value may use document.schema,
but should not expect eager JSON Schema dereferencing.
File loading/decoding failures and invalid OpenAPI structures recognized during
preparation are returned as {:error, exception} tuples.


  

    Specification Extensions

Oasis be with the following specification extensions to accommodate some use cases in the defined YAML or JSON specification file.
Module Name Space
"x-oasis-name-space", optional, use this field to define the generated Elixir module's name space in the following objects, defaults to Oasis.Gen:
	Paths Object
	Operation Object
	Security Scheme Object

Example
In Paths Object
Here, define this field in Paths Object
as a global name space to the all generated modules meanwhile no other special definitions, in the below example
there will use "Hello.Petstore" to the module naming prefix alias of the all generated modules.
paths:
  /pets:
    get:
      ...
  /pets/{id}:
    get:
      ...
    delete:
      ...
  x-oasis-name-space: Hello.Petstore
In Operation Object
Here, define this field in Operation Object,
it only affect to a operation related generated modules meanwhile no other special definitions, in the below example
there will use "Petstore.Api" to the module naming prefix alias of the generated related modules to handler request of "/pets" in HTTP GET verb, other generated modules
will use Oasis.Gen as the default.
paths:
  /pets:
    get:
      x-oasis-name-space: Petstore.Api
      operationId: list pets
      ...
  /pets/{id}:
    get:
      ...
    delete:
      ...
In Security Scheme Object
Here, define this field in Security Scheme Object,
it only affect to the generated bearer token module meanwhile no other special definitions, in the below example
there will use "Petstore.MyToken" to the "helloBearerAuth" module (its full module name is "Petstore.MyToken.HelloBearerAuth").
paths:
  /pets:
    get:
      security:
        - helloBearerAuth: []

components:
  securitySchemes:
    helloBearerAuth: # arbitrary name for the security scheme
      scheme: bearer
      type: http
      x-oasis-name-space: Petstore.MyToken
Summary
"x-oasis-name-space" can be used at the same time for the above scenarios, but the defined in Security Scheme Object will override the defined in Operation Object for
the generated bearer token module, the defined in Operation Object will override the defined in Paths Object for the corresponding operation related modules.
We also can set a global name space when run mix oas.gen.plug with the --name-space argument, it applies to all generated modules and always override the defined from
the specification file.
Follow Elixir's module naming conventions, each dot(".") of module name will split the alias as a directory in lowercase to concat the full directory path,
and also we do not validate the value of this field in a strict mode, so please follow the usual naming conventions as much as possible.
Router Module Alias
"x-oasis-router", optional, use this field to define the generated Elixir router module's alias in Paths Object, defaults to Router.
Example
When use an OpenAPI Specification to run mix oas.gen.plug, there will generate a router file and some corresponding operation handler modules files(in pair),
the router file packages all defined HTTP router(s) to each hanlder(s), we can custom the module name of the router file by the "x-oasis-router" and
"x-oasis-name-space" in the specification file, without other special name space defined, the following example defines the module full name space of the router
module is "Oasis.Gen.HelloRouter".
paths:
  /pets:
    ..
  /pets/{id}:
    ..
  x-oasis-router: HelloRouter
Summary
We also can set a router name when run mix oas.gen.plug with the --router argument, it applies to the router module and always override the defined from the specification file.
Follow Elixir's module naming conventions, each dot(".") of module name will split the alias as a directory in lowercase to concat the full directory path,
and also we do not validate the value of this field in a strict mode, so please follow the usual naming conventions as much as possible.
Save Data from Bearer Token
"x-oasis-key-to-assigns", optional, after the verification of the token, the original data will be stored into this provided field (as an atom) of the conn.assigns for the next accessing, if not defined it, there won't do any process for the verified original data, please see Oasis.Plug.BearerAuth for details.
Example
Once the input token is verified, we can access the original data(decrypted from token) via conn.assigns.user_id in the next plug's pipeline.
openapi: 3.1.0

components:
  securitySchemes:
    bearerAuth: # arbitrary name for the security scheme
      type: http
      scheme: bearer
      bearerFormat: JWT
      x-oasis-key-to-assigns: user_id

paths:
  /something:
    get:
      security:
        - bearerAuth: []
Signed Headers for HAMC Authentication
"x-oasis-signed-headers", requried when use HMAC authentication in security scheme object, this field represents which HTTP header(s) will be used
into signature, please see HMAC-based authentication document for details.


  

    HMAC-based Authentication

Backgroupd
STATEMENT: Currently there is no standard HMAC authentication definition in the OpenAPI v3.1.0 specification,
we implement this function to add an hmac-<algorithm> as the corresponding scheme field to http
type of the security scheme object in YAML/JSON specification, thanks for some public HMAC services or API design as references:
	Azure REST API Authentication HMAC
	AWS S3 sigv4 Authentication
	AWS general sigv4 Authentication example

We need a mechanism based on the HTTP Authorization Header to
authenticate access permissions to meet the following requirements:
	Make sure that the request is from a trusted client.
	Make sure that the some key HTTP headers are not tampered.
	(Optional) Make sure that the HTTP body is not tampered.
	(Optional) Make sure that the interval between the request send-time and the server received-time does not exceed a certain critical value.

Oasis provides a complete set of scaffolding to easily build such a set of certification services.
Protocol
Recommend HTTP request sent be transmitted over TLS/SSL on production.
HTTP Authorization Header
The client request must contains an Authorization HTTP header in this syntax:
Authorization: HMAC-<Algorithm> Credential=<value1>&SignedHeaders=<value2>&Signature=<value3>
	<Algorithm>, the algorithm name(in uppercase, e.g. SHA256) used to compute a Message Authentication Code of type hmac, supported algorithms please
see here. 
	Credential, the ID of the access key used to identify for server.
	SignedHeaders, the HTTP header names separated by semicolons(;), the values of these headers are required to signature the request in your defined order,
the values of these HTTP headers should be properly provided in this request as well, do not use white spaces for the HTTP header name.
	Signature, a hash <Algorithm> with the String-to-Sign, and the value(aka Secret) of the access key to the Credential, and then base64 encode the hashed result.

About the String-to-Sign, please see as below:
String-to-Sign =
  HTTP_METHOD + "\n" +
  path_and_query_string + "\n" +
  values_of_signed_headers
	Variable	Description
	HTTP_METHOD	The HTTP method of the request in uppercase, e.g. "POST"
	path_and_query_string	The absolute URI with query string(if existed) of the request, e.g. "/foo/bar?a=1"
	values_of_signed_headers	The values of all HTTP request headers listed in SignedHeaders, use semicolons(;) to separate the values in order of SignedHeaders.

Example:
String-to-Sign =
    "POST" + "\n" +
    "/new?version=1" + "\n" +
    "2021-11-24T06:43:20.393420Z;foo.bar.host;{\"name\":\"test\",\"type\":1}"
Let's take this pair of access key for example:
	Access Key ID	Access Key Secret
	mykey_abc	123456789

Notice: the value of the access key secret should be only the client and server know it, and DO NOT use in plaintext in any transmission.
The corresponding HTTP headers of the request are:
Host: foo.bar.host
x-oasis-date: 2021-11-24T06:43:20.393420Z
Authorization: HMAC-SHA256 Credential=mykey_abc&SignedHeaders=x-oasis-date;host;body&Signature=oSBomxpJWcwlhVkif5LV80zecDLpts9Z13+cth1NKV4=
Body: "{\"name\":\"test\",\"type\":1}"
Refer the best practices, please try to keep the dynamic part of request into the signature.
The way to concatenate a String-To-Sign is fixed, but there is a flexible customization to define your HTTP headers to sign via SignedHeaders field,
properly keep the value(s) of the signed header(s) for the server side's verification, here are some pseudocode for example:
x-oasis-content-sha256: base64_encode(SHA256(body))
x-oasis-content-md5: base64_encode(MD5(body))
Tutorial
1. Define schema in OpenAPI Specification
# priv/oas/main.yaml

openapi: "3.1.0"
info:
  title: My API Title
  version: "1.0"
paths:
  /test_hmac:
    post:
      # this API (/test_hmac) should be authenticated by HMAC-based Authentication
      security:
        - HMACAuth: [ ]
      requestBody:
        content:
          application/json:
            schema:
              type: object
              properties:
                a:
                  type: string
      responses:
        "200":
          description: OK
  /other:
    get:
      # and this API will not be authenticated 
      responses:
        "200":
          description: OK
    
components:
  securitySchemes:
    HMACAuth:
      type: http
      # will use hmac hash sha256 algorithm
      scheme: hmac-sha256
      # will verify host, request datetime and body hash
      x-oasis-signed-headers: host;x-oasis-date;x-oasis-body-sha256
The x-oasis-signed-headers field is a specification extension to define which HTTP header(s) will be used into signature.
Some HTTP client libraries don't let you set the HTTP "Date" header, in this case, we can define an arbitrary naming(should be started with "x-") to represent
date related, for example, the above specification example defines an x-oasis-date HTTP header.
In the above specification example, the x-oasis-body-sha256 is a customization HTTP header field, you can name it in a arbitrary naming(should be started with "x-").
2. Generate Code
# in the shell
mix oas.gen.plug --file priv/oas/main.yaml

Then you will get some similar generated files:
# lib/oasis/gen/pre_post_test_hmac.ex
defmodule Oasis.Gen.PrePostTestHMAC do
  # NOTICE: Please DO NOT write any business code in this module, since it will always be overridden when
  # run `mix oas.gen.plug` task command with the OpenAPI Specification file.
  use Oasis.Controller
  use Plug.ErrorHandler
  require JSONSchex.Schema

  plug(
    Plug.Parsers,
    parsers: [:json],
    json_decoder: Jason,
    pass: ["*/*"],
    body_reader: {Oasis.CacheRawBodyReader, :read_body, []}
  )

  plug(
    Oasis.Plug.RequestValidator,
    body_schema: %{
      "content" => %{
        "application/json" => %{
          "schema" =>
            JSONSchex.Schema.compile!(%{
              "properties" => %{"a" => %{"type" => "string"}},
              "type" => "object"
            })
        }
      }
    }
  )

  plug(
    Oasis.Plug.HMACAuth,
    signed_headers: "host;x-oasis-date;x-oasis-body-sha256",
    algorithm: :sha256,
    security: Oasis.Gen.HMACAuth
  )

  def call(conn, opts) do
    conn |> super(opts) |> Oasis.Gen.PostTestHMACWithBody.call(opts) |> halt()
  end

  defdelegate handle_errors(conn, error), to: Oasis.Gen.PostTestHMACWithBody
end
# lib/oasis/gen/hmac_auth.ex
defmodule Oasis.Gen.HMACAuth do
  # NOTICE: This module is generated when run `mix oas.gen.plug` task command with the OpenAPI Specification file
  # in the first time, and then it WILL NOT be modified in the future generation command(s) once this file exists,
  # please write the crypto-related configuration to the bearer token in this module.
  @behaviour Oasis.HMACToken
  alias Oasis.HMACToken.Crypto

  @impl true
  def crypto_config(_conn, _opts, _credential) do
    # ...
    nil
  end

  @impl true
  def verify(conn, token, opts) do
    with {:ok, _} <- Oasis.HMACToken.verify(conn, token, opts) do
      {:ok, token}
    end
  end
end
3. Implement your crypto_config/3 and verify/3 callbacks.
# lib/oasis/gen/hmac_auth.ex
defmodule Oasis.Gen.HMACAuth do
  # NOTICE: This module is generated when run `mix oas.gen.plug` task command with the OpenAPI Specification file
  # in the first time, and then it WILL NOT be modified in the future generation command(s) once this file exists,
  # please write the crypto-related configuration to the bearer token in this module.
  @behaviour Oasis.HMACToken
  alias Oasis.HMACToken.Crypto
  
  # in seconds
  @max_diff 60

  @impl true
  def crypto_config(_conn, _opts, _credential) do
    # Here just an example
    # You should provide these sensitive information from config file or database
    %Crypto{
      credential: "mykey_abc",
      secret: "123456789"
    }
  end

  @impl true
  def verify(conn, token, opts) do
    with {:ok, _} <- Oasis.HMACToken.verify(conn, token, opts),
         {:ok, _} <- verify_date(conn, token, opts),
         {:ok, _} <- verify_body(conn, token, opts) do
      {:ok, token}
    end
  end
  
  defp verify_date(conn, token, _opts) do
    with {:ok, timestamp} <- conn |> get_header("x-oasis-date") |> parse_header_date() do
      timestamp_now = DateTime.utc_now() |> DateTime.to_unix()

      if abs(timestamp_now - timestamp) < @max_diff do
        {:ok, timestamp}
      else
        {:error, "expired"}
      end
    end
  end
  
  defp verify_body(conn, token, opts) do
    algorithm = opts[:algorithm]
    raw_body = conn.assigns.raw_body
    crypto = crypto_config(conn, opts, token.credential)
    body_hmac = hmac(algorithm, crypto.secret, raw_body)
    body_hmac_header = get_header(conn, "x-oasis-body-sha256")

    if body_hmac == body_hmac_header do
      {:ok, token}
    else
      {:error, "invalid_token"}
    end
  end

  defp get_header(conn, key) do
    conn
    |> Plug.Conn.get_req_header(key)
    |> case do
      [value] -> value
      _ -> nil
    end
  end
  
  defp parse_header_date(str) when is_binary(str) do
    with {:ok, datetime, 0} <- DateTime.from_iso8601(str) do
      {:ok, DateTime.to_unix(datetime)}
    end
  end

  defp parse_header_date(_otherwise), do: {:error, "expired"}

  defp hmac(subtype, secret, content) do
    Base.encode64(:crypto.mac(:hmac, subtype, secret, content))
  end
end


  

    
Mix.Oasis 
    



      
Builds the generation plan consumed by Oasis Mix tasks.
new/2 prepares an Oasis.Spec.Document or decoded OpenAPI map and returns
file descriptors. It does not write files itself. Tooling may inspect each
descriptor's binding, including %Mix.Oasis.Router{source_meta: ...}, before
passing the plan to its own writer.
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        name_space(name_space)

      


    


    
      
        new(spec, opts)

      


        Prepares an OpenAPI document and returns generated-file descriptors.



    


    
      
        prepare_json_schema!(schema, opts \\ [])

      


        Prepares a JSON Schema entrypoint for generated code.



    


    
      
        render_embedded_schemas(term)

      


        Renders data containing already-compiled JSONSchex schemas into AST-friendly
source. Raw maps remain ordinary data regardless of their key names.
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          @type generation_file() :: {:eex | :new_eex, String.t(), String.t(), module(), term()}
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          @spec new(
  Oasis.Spec.Document.t() | map(),
  keyword()
) :: [generation_file()]


      


Prepares an OpenAPI document and returns generated-file descriptors.
Accepted inputs are a prepared Oasis.Spec.Document or a decoded OpenAPI map
containing a Paths Object. Decoded maps are structurally resolved and
normalized before generation.
Relevant options include :base_uri, :loader, :name_space, and :router.
Callers passing Oasis's legacy pre-grouped parameter maps must opt in with
normalized_parameters: true; decoded OpenAPI Parameter Objects use arrays
and are validated strictly by default.
Each returned tuple contains the write policy, target path, template path,
target module, and template binding. The Mix task consumes the same plan.

  



    

  
    
      
    
    
      prepare_json_schema!(schema, opts \\ [])



        
          
        

    

  


  

Prepares a JSON Schema entrypoint for generated code.
When :root_spec and :entry are available, JSONSchex bundles the fragment
in its containing OpenAPI document context and returns a standalone schema.
Otherwise, the schema is treated as already standalone.
Options
	:root_spec — the containing OpenAPI document map. Required together with
:entry for fragment bundling. Without it, the schema is assumed to be
self-contained.
	:entry — JSON Pointer or URI reference identifying the schema fragment to
bundle (e.g. "#/paths/~1users/post/requestBody/content/application~1json/schema").
Forwarded to JSONSchex.bundle_fragment/2.
	:base_uri — base URI used to resolve relative external refs inside
:root_spec. Forwarded to JSONSchex.bundle_fragment/2.
	:loader — external-resource loader. Defaults to
&Oasis.Spec.Document.load_external/1. Pass loader: nil to opt out of
external loading (any unresolved external $ref then raises).

Behavior
Returns the bundled (or pass-through) JSON Schema map/boolean as data —
not a compiled %JSONSchex.Types.Schema{}. The returned map is suitable
for embedding into generated pre_*.ex modules via JSONSchex.Schema.compile!/2
at compile time.
Raises ArgumentError if bundling or the compile precheck fails. Error
messages include the entry and base URI for diagnostics.
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Renders data containing already-compiled JSONSchex schemas into AST-friendly
source. Raw maps remain ordinary data regardless of their key names.

  


        

      


  

    
Mix.Oasis.Router 
    



      
Generation-time descriptor of a single Plug route built from an OpenAPI
operation.
Most fields drive the generated pre_*.ex / *.ex files and the umbrella
router.ex file. The :source_meta field is public and stable: it carries
the logical OpenAPI source identity for every schema fragment Oasis extracted
from the operation. Paths retain the user's OpenAPI URL spelling; parameter
names use Oasis's runtime identity (notably, header names are lowercase). It is
intended for tooling that consumes generation output and for the mix task's
own diagnostics.
Generated runtime modules deliberately do not embed :source_meta. Runtime
validation errors carry enough route/parameter context via Plug.Conn plus
Oasis.BadRequestError fields for callers to identify the failing input.
:source_meta shape
%{
  path_schema:   %{parameter_name => parameter_meta()},
  query_schema:  %{parameter_name => parameter_meta()},
  header_schema: %{parameter_name => parameter_meta()},
  cookie_schema: %{parameter_name => parameter_meta()},
  body_schema:   %{content_type   => body_meta()}
}
where parameter_meta() is:
%{
  path: String.t(),                # OpenAPI URL, e.g. "/users/{id}"
  http_verb: String.t(),           # "get" | "post" | ...
  parameter_location: String.t(),  # "path" | "query" | "header" | "cookie"
  parameter_name: String.t()
}
OpenAPI parameters are uniquely identified by (in, name) within an
operation, which is already captured by parameter_location and
parameter_name. This is a logical operation/input identity: when an OpenAPI
Reference Object points to an external target, the metadata still identifies
the referencing operation and input and may not identify the exact raw target
object in the external document. No array index is exposed: it would be brittle
(sensitive to reordering) and would need to disambiguate path-item-level
vs operation-level parameters. Tooling that needs a JSON Pointer into the
raw document can build one from path + http_verb (and, if needed,
scan the operation's parameters array for a matching (in, name)). Header
names must be compared case-insensitively because parameter_name is the
lowercase runtime identity.
and body_meta() is:
%{
  path: String.t(),
  http_verb: String.t(),
  content_type: String.t()
}
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Oasis.CacheRawBodyReader 
    



      
A Plug.Parsers body reader that preserves the raw request body.
Oasis uses the cached bytes to distinguish Plug's _json wrapper for a
primitive JSON root from a literal JSON object whose property is named
_json. Generated routers configure this reader automatically. Handwritten
pipelines that validate primitive JSON request bodies should pass
{Oasis.CacheRawBodyReader, :read_body, []} as Plug.Parsers's
:body_reader option.

      


      
        Summary


  
    Functions
  


    
      
        read_body(conn, opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      read_body(conn, opts)



        
          
        

    

  


  


  


        

      


  

    
Oasis.Controller 
    



      
Base on Plug.Builder, this module can be use-d into a module in order to build a plug pipeline:
defmodule MyApp.HelloController do
  use Oasis.Controller

  plug(Plug.Parsers,
    parsers: [:urlencoded],
    pass: ["*/*"]
  )

  def call(conn, opts) do
    conn = super(conn, opts)
    json(conn, %{"body_params" => conn.body_params})
  end
end
And provide some common functionality for easily use, this realization comes from
Phoenix.Controller.
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        html(conn, data)

      


        Sends html response.



    


    
      
        json(conn, data)

      


        Sends JSON response.



    


    
      
        router_module(conn)

      


        Returns the router module as an atom, raises if unavailable.



    


    
      
        text(conn, data)

      


        Sends text response.
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          @spec html(Plug.Conn.t(), iodata()) :: Plug.Conn.t()


      


Sends html response.
Examples
iex> html(conn, "<html>...</html>")
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          @spec json(Plug.Conn.t(), term()) :: Plug.Conn.t()


      


Sends JSON response.
It uses Jason to encode the input as an iodata data.
Examples
iex> json(conn, %{id: 1})
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          @spec router_module(Plug.Conn.t()) :: atom()


      


Returns the router module as an atom, raises if unavailable.
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          @spec text(Plug.Conn.t(), String.Chars.t()) :: Plug.Conn.t()


      


Sends text response.
Examples
iex> text(conn, "hello")

iex> text(conn, :implements_to_string)

  


        

      


  

    
Oasis.HMACToken behaviour
    



      
Callback
There are two callback functions reserved for use in the generated modules when we use the hmac security
scheme of the OpenAPI Specification.
	crypto_config/3, provides a way to define the crypto-related key information for the high level usage,
it required to return a Oasis.HMACToken.Crypto struct (or nil).
	verify/3, an optional function to provide a way to custom the verification of the token, you may
want to validate request datetime, HTTP body or other more rules to verify it.

Example
Here is an example to verify that HTTP request time does not exceed the current time by 1 minute.
defmodule Oasis.Gen.HMACAuth do
  @behaviour Oasis.HMACToken
  alias Oasis.HMACToken.Crypto

  # in seconds
  @max_diff 60

  @impl true
  def crypto_config(_conn, _opts, _credential) do
    %Crypto{
      credential: "...",
      secret: "..."
    }
  end

  @impl true
  def verify(conn, token, opts) do
    with {:ok, _} <- Oasis.HMACToken.verify(conn, token, opts),
         {:ok, timestamp} <- conn |> get_header_date() |> parse_header_date() do
      timestamp_now = DateTime.utc_now() |> DateTime.to_unix()

      if abs(timestamp_now - timestamp) < @max_diff do
        {:ok, timestamp}
      else
        {:error, "expired"}
      end
    end
  end

  defp get_header_date(conn) do
    conn
    |> Plug.Conn.get_req_header("x-oasis-date")
    |> case do
      [date] -> date
      _ -> nil
    end
  end

  defp parse_header_date(str) when is_binary(str) do
    with {:ok, datetime, 0} <- DateTime.from_iso8601(str) do
      {:ok, DateTime.to_unix(datetime)}
    end
  end

  defp parse_header_date(_otherwise), do: {:error, "expired"}
end
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        verify_error()

      


        Structured verification error returned by verify/3.



    


    
      
        verify_error_status()

      


        String status code used in verify_error().
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        sign(conn, signed_headers, secret, algorithm)

      


        Sign HTTP requests according to settings.



    


    
      
        verify(conn, token, opts)

      


        Default implementation of the callback verify, only verify the signature.



    





      


      
        Types


        


  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          @type opts() :: Plug.opts()


      



  



  
    
      
    
    
      token()



        
          
        

    

  


  

      

          @type token() :: %{
  credential: String.t(),
  signed_headers: String.t(),
  signature: String.t()
}


      



  



  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() :: {:error, verify_error_status()}


      


Structured verification error returned by verify/3.
The second tuple element is a fixed string status code rather than an atom.

  



  
    
      
    
    
      verify_error_status()



        
          
        

    

  


  

      

          @type verify_error_status() :: String.t()


      


String status code used in verify_error().
Allowed values are:
	"header_mismatch"
	"invalid_credential"
	"invalid_token"
	"expired"

Elixir typespecs cannot enumerate string literals directly, so this remains
String.t() at the type level and the fixed set is documented here.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      crypto_config(conn, opts, credential)



        
          
        

    

  


  

      

          @callback crypto_config(
  conn :: Plug.Conn.t(),
  opts :: Keyword.t(),
  credential :: String.t()
) ::
  Oasis.HMACToken.Crypto.t() | nil


      



  



  
    
      
    
    
      verify(conn, token, opts)


        (optional)


        
          
        

    

  


  

      

          @callback verify(conn :: Plug.Conn.t(), token :: token(), opts :: opts()) ::
  {:ok, term()} | verify_error()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      sign(conn, signed_headers, secret, algorithm)



        
          
        

    

  


  

      

          @spec sign(
  conn :: Plug.Conn.t(),
  signed_headers :: String.t(),
  secret :: String.t(),
  algorithm :: Oasis.Plug.HMACAuth.algorithm()
) :: String.t()


      


Sign HTTP requests according to settings.

  



  
    
      
    
    
      verify(conn, token, opts)



        
          
        

    

  


  

      

          @spec verify(
  conn :: Plug.Conn.t(),
  token :: token(),
  opts :: Oasis.Plug.HMACAuth.opts()
) :: {:ok, term()} | verify_error()


      


Default implementation of the callback verify, only verify the signature.
Error statuses are normalized to strings for Oasis's public callback
contract.

  


        

      


  

    
Oasis.HMACToken.Crypto 
    



      
In general, when we define a hmac security scheme of the OpenAPI Specification,
the generated module will use this struct to define the required crypto-related
key information.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Oasis.HMACToken.Crypto{credential: String.t(), secret: String.t()}


      



  


        

      


  

    
Oasis.Router 
    



      
Base on Plug.Router to add a pre-parser to convert and validate the path param(s) in the
final generated HTTP verb match functions.
The generated router module uses Oasis.Router to instead of Plug.Router, in fact, they don't make a
huge difference, except that specify parameters which will then be available and types coverted
in the function body:
require JSONSchex.Schema

get("/hello/:id",
  private: %{
    path_schema: %{
      "id" => %{
        "schema" => JSONSchex.Schema.compile!(%{"type" => "integer"})
      }
    }
  }) do
  # Notice that the `:id` variable is an integer
  send_resp(conn, 200, "hello #{id}")
end
The :id parameter will also be available and coverted as an integer in the function body as
conn.params["id"] and conn.path_params["id"].

      




  

    
Oasis.Spec 
    



      
Loads and prepares OpenAPI documents for Oasis generation.
read/1 is the public file-ingestion entrypoint used by
mix oas.gen.plug. It parses YAML or JSON, resolves the structural OpenAPI
Reference Objects Oasis consumes, preserves JSON Schema references for
JSONSchex, and normalizes path/operation data.
Since the JSONSchex boundary migration, successful reads return an
Oasis.Spec.Document rather than the %ExJsonSchema.Schema.Root{} returned by
Oasis 0.6. Callers that only need the normalized generation view may inspect
document.schema; generation code should retain the complete document so the
reference root, source path, pointer sidecars, and URI aliases remain available.
Unlike the old eagerly expanded root, Schema Object references remain intact
for JSONSchex.

      


      
        Summary


  
    Functions
  


    
      
        read(path)

      


        Reads and prepares an OpenAPI YAML or JSON document.



    





      


      
        Functions


        


  
    
      
    
    
      read(path)



        
          
        

    

  


  

      

          @spec read(Path.t()) :: Oasis.Spec.Document.t() | {:error, Exception.t()}


      


Reads and prepares an OpenAPI YAML or JSON document.
Returns an Oasis.Spec.Document on success. File loading/decoding failures and
invalid OpenAPI structures recognized during preparation are returned as
{:error, exception} tuples.

  


        

      


  

    
Oasis.Spec.Document 
    



      
Represents a loaded and prepared OpenAPI document.
This struct is the successful return value of Oasis.Spec.read/1. Consumers
should pass the complete value through Oasis generation so its source and
reference context remain available; :schema may be inspected as the
normalized generation view.
Oasis.Spec.Document is responsible only for loading and tracking source
metadata for YAML/JSON OpenAPI documents. It intentionally does not interpret
OpenAPI structures or JSON Schema semantics.
The :source_path field is important because it becomes the base URI/path used
by:
	Oasis.Spec.OpenAPIRefResolver when resolving external OpenAPI Reference Objects
	JSONSchex.bundle_fragment/2 when schema refs need relative file resolution

External loading returns JSONSchex-compatible loader metadata with :base_uri
so loaded files can resolve their own relative refs correctly.

      


      
        Summary


  
    Types
  


    
      
        load_external_error()

      


        Structured error returned by load_external/1.



    


    
      
        load_external_error_status()

      


        String status code used in load_external_error().



    


    
      
        pointer_path()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        load(path)

      


        Loads a root OpenAPI document from a YAML/YML or JSON file.



    


    
      
        load_external(path)

      


        Loader callback for external OpenAPI and JSON Schema resources.



    


    
      
        new(schema, opts \\ [])

      


        Wraps a decoded OpenAPI map with source metadata.



    





      


      
        Types


        


  
    
      
    
    
      load_external_error()



        
          
        

    

  


  

      

          @type load_external_error() ::
  {load_external_error_status(), String.t()}
  | {load_external_error_status(), String.t(), String.t()}
  | {load_external_error_status(), String.t(), term()}


      


Structured error returned by load_external/1.
The first tuple element is a fixed string status code rather than an atom.
The remaining elements carry the offending file path plus any extra detail so
callers (most importantly the JSONSchex loader pipeline and
Oasis.Spec.OpenAPIRefResolver) can build precise diagnostics.

  



  
    
      
    
    
      load_external_error_status()



        
          
        

    

  


  

      

          @type load_external_error_status() :: String.t()


      


String status code used in load_external_error().
Allowed values are:
	"missing_file"
	"yaml_parse_error"
	"json_parse_error"
	"unsupported_format"
	"invalid_document"

Elixir typespecs cannot enumerate string literals directly, so this remains
String.t() at the type level and the fixed set is documented here.

  



  
    
      
    
    
      pointer_path()



        
          
        

    

  


  

      

          @type pointer_path() :: [String.t() | non_neg_integer()]


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Oasis.Spec.Document{
  allow_normalized_parameters?: boolean(),
  format: String.t() | nil,
  normalized?: boolean(),
  reference_schema: map() | nil,
  schema: map(),
  schema_sources: %{optional(term()) => pointer_path()},
  source_path: String.t() | nil,
  url_aliases: %{optional(String.t()) => String.t()}
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      load(path)



        
          
        

    

  


  

      

          @spec load(String.t()) :: {:ok, {map(), keyword()}} | {:error, Exception.t()}


      


Loads a root OpenAPI document from a YAML/YML or JSON file.
On success this returns the decoded document with options suitable for
new/2. On failure it returns Oasis user-facing file/spec exceptions.

  



  
    
      
    
    
      load_external(path)



        
          
        

    

  


  

      

          @spec load_external(String.t()) ::
  {:ok, %{document: map() | boolean(), base_uri: String.t()}}
  | {:error, load_external_error()}


      


Loader callback for external OpenAPI and JSON Schema resources.
Contract
JSONSchex accepts either {:ok, document} or an atom-keyed metadata wrapper
{:ok, %{document: document, base_uri: base_uri}}. This default Oasis loader
always returns the wrapper form:
load_external(path :: String.t()) ::
    {:ok, %{document: map() | boolean(), base_uri: String.t()}}
  | {:error, load_external_error()}
	:document — the decoded YAML/JSON document. OpenAPI resources are
expected to be maps; JSON Schema resources may also be boolean schemas.
	:base_uri — the resolved file path or file: URI. Used by JSONSchex
(and by Oasis.Spec.OpenAPIRefResolver) to resolve relative refs that appear
inside the loaded document against the right base.

Where it is used
	Default :loader for generation-time JSONSchex.bundle_fragment/2 calls.
	Default :loader for Oasis.Spec.OpenAPIRefResolver.resolve/2 when
following external OpenAPI Reference Objects (e.g.
$ref: "./common.yaml#/components/parameters/UserId").

Callers wanting in-memory or test-only loaders may override :loader with
either valid JSONSchex success form, or pass loader: nil to opt out of
external loading entirely (any unresolved external $ref then raises).

  



    

  
    
      
    
    
      new(schema, opts \\ [])



        
          
        

    

  


  

      

          @spec new(
  map(),
  keyword()
) :: t()


      


Wraps a decoded OpenAPI map with source metadata.
Options:
	:source_path - file path the document was loaded from (used as base URI).
	:format - "yaml", "yml", or "json".
	:url_aliases - map of post-processed (Plug-style) URL key to the original
OpenAPI URL key. Populated during path normalization and preserved here so
downstream code can report locations using the user's original spec syntax.
	:reference_schema - structurally resolved but otherwise unnormalized
OpenAPI document used as JSONSchex's reference root.
	:schema_sources - sidecar map from normalized generation inputs to their
source JSON Pointer token paths in :reference_schema.
	:normalized? - internal marker set during path preparation so repeated
preparation is idempotent without inferring state from OpenAPI field shapes.
	:allow_normalized_parameters? - compatibility flag for the legacy
pre-normalized map form accepted by internal generation callers.


  


        

      


  

    
Oasis.Spec.OpenAPIRefResolver 
    



      
Resolves the structural OpenAPI Reference Objects selected by Oasis preparation.
This module is intentionally OpenAPI-aware and deliberately not a generic
JSON Schema $ref expander. It selects structural OpenAPI Reference Object
locations such as:
	Path Item Objects
	Parameter Objects
	Request Body Objects
	Response Objects
	Security Scheme Objects

The generic $ref mechanics are delegated to JSONSchex.Ref.resolve_selected/2:
URI resolution, JSON Pointer lookup, external loading, base URI propagation,
and cycle detection.
Schema Object $ref values are not selected here. They are preserved so
JSONSchex.bundle_fragment/2 can resolve the schema graph with proper JSON
Schema Draft 2020-12 semantics.
Selection rules
openapi_reference_object?/2 returns true only for the following
structural OpenAPI Reference Object locations, and false everywhere else
(including any Schema Object location):
	#/paths/{url} — Path Item Object
	#/paths/{url}/parameters/{i} — path-item-level Parameter Object
	#/paths/{url}/{verb}/parameters/{i} — operation-level Parameter Object
	#/paths/{url}/{verb}/requestBody — Request Body Object
	#/paths/{url}/{verb}/responses/{status} — Response Object
	#/components/securitySchemes/{name} — Security Scheme Object

where {url} starts with / and {verb} is one of the standard HTTP
methods Oasis generates routes for (get, head, post, put, patch,
delete, options). Anything outside this list — Schema Object refs,
callbacks, links, examples, server objects, etc. — is left intact.
Loader
External OpenAPI references (e.g. ./common.yaml#/components/parameters/UserId)
are loaded through JSONSchex.Ref.resolve_selected/2's :loader option.
resolve/2 defaults :loader to &Oasis.Spec.Document.load_external/1
via Keyword.put_new/3, so callers may override it by passing their own
loader. JSONSchex accepts {:ok, schema} or an atom-keyed metadata wrapper
{:ok, %{document: schema, base_uri: base_uri}}.
JSONSchex owns resource base propagation for loaded documents. Oasis's role in
this resolver is limited to choosing which OpenAPI Reference Objects should be
resolved before generation.
Caller opts contract
resolve/2 is deliberately opinionated about the options it forwards to
JSONSchex.Ref.resolve_selected/2:
	:select — force-overridden to &openapi_reference_object?/2. A
caller-supplied :select is silently discarded. This is intentional:
the whole point of this module is to fix the OpenAPI selection policy
so the Oasis/JSONSchex boundary (Schema Object refs are preserved for
JSONSchex) stays consistent across all callers.
	:loader — defaulted via Keyword.put_new/3. Callers may override
it with a custom loader, or pass loader: nil to opt out of external
loading entirely.
	:base_uri — caller-controlled. Used by JSONSchex to resolve
relative external OpenAPI refs. The resolve/1 arity-1 form sets it to
document.source_path automatically; the arity-2 form takes whatever
the caller passes.
	Any other option recognized by JSONSchex.Ref.resolve_selected/2 is
forwarded unchanged.


      


      
        Summary


  
    Functions
  


    
      
        openapi_reference_object?(arg1, arg2)

      


        Returns true when the path/node pair represents an OpenAPI Reference Object
location that Oasis needs to dereference before generation.



    


    
      
        resolve(document)

      


        Resolves OpenAPI Reference Objects inside a loaded Oasis.Spec.Document.



    


    
      
        resolve(schema, opts \\ [])

      


        Resolves OpenAPI Reference Objects in a decoded OpenAPI map.



    





      


      
        Functions


        


  
    
      
    
    
      openapi_reference_object?(arg1, arg2)



        
          
        

    

  


  

      

          @spec openapi_reference_object?(list(), map()) :: boolean()


      


Returns true when the path/node pair represents an OpenAPI Reference Object
location that Oasis needs to dereference before generation.
Schema Object locations intentionally return false so JSON Schema refs remain
available for JSONSchex fragment compilation/bundling.

  



  
    
      
    
    
      resolve(document)



        
          
        

    

  


  

      

          @spec resolve(Oasis.Spec.Document.t()) :: Oasis.Spec.Document.t()


      


Resolves OpenAPI Reference Objects inside a loaded Oasis.Spec.Document.
The returned document keeps Schema Object refs intact, but selected path items,
parameters, request bodies, responses, and security schemes are dereferenced.
Response refs are prepared eagerly even though current request-handler
generation does not otherwise consume response schemas; a missing selected
response resource therefore remains an invalid specification.

  



  
    
      
    
    
      resolve(schema, opts \\ [])



        
          
        

    

  


  

      

          @spec resolve(
  map(),
  keyword()
) :: map()


      


Resolves OpenAPI Reference Objects in a decoded OpenAPI map.
Options
	:base_uri — file path or URI used to resolve relative external OpenAPI
refs. Required when the document contains external refs.
	:loader — optional. Defaults to &Oasis.Spec.Document.load_external/1. Pass
a custom function to use your own loader, or nil to disable external loading.
Success may return {:ok, schema} or an atom-keyed metadata wrapper
{:ok, %{document: schema, base_uri: base_uri}}.
	Any other option recognized by JSONSchex.Ref.resolve_selected/2 is
forwarded unchanged.

Reserved options
	:select — force-overridden to &openapi_reference_object?/2. A
caller-supplied :select is silently discarded. See the moduledoc
"Caller opts contract" section for the rationale.


  


        

      


  

    
Oasis.Token behaviour
    



      
A simple wrapper of Plug.Crypto to provide a way to generate and verify bearer token for use
in the bearer security scheme
of the OpenAPI Specification.
When we use sign/2 and verify/2, the data stored in the token is signed to
prevent tampering but not encrypted, in this scenario, we can store identification information
(such as user NON-PII data), but SHOULD NOT be used to store confidential information
(such as credit card numbers, PIN code).
	"NON-PII" means Non Personally Identifiable Information.

If you don't want clients to be able to determine the value of the token, you may use encrypt/2
and decrypt/2 to generate and verify the token.
Callback
There are two callback functions reserved for use in the generated modules when we use the bearer security
scheme of the OpenAPI Specification.
	crypto_config/2, provides a way to define the crypto-related key information for the high level usage,
it required to return an Oasis.Token.Crypto struct.
	verify/3, an optional function to provide a way to custom the verification of the token, you may
want to use encrypt/decrypt to the token, or other more rules to verify it.


      


      
        Summary


  
    Types
  


    
      
        opts()

      


    


    
      
        verify_error()

      


        Structured verification error returned by verify/2 and decrypt/2.



    


    
      
        verify_error_status()

      


        String status code used in verify_error().



    





  
    Callbacks
  


    
      
        crypto_config(conn, opts)

      


        Avoid using the application enviroment as the configuration mechanism for this library,
and make crypto-related key information configurable when use bearer authentication.



    


    
      
        verify(conn, token, opts)

      


        An optional callback function to decode the original data from the token, and verify
its integrity.



    





  
    Functions
  


    
      
        decrypt(crypto, token)

      


        A wrapper of Plug.Crypto.decrypt/4 to use Oasis.Token.Crypto to decrypt the original data
from the token and verify its integrity, please see Plug.Crypto.decrypt/4 for details.



    


    
      
        encrypt(crypto, data)

      


        A wrapper of Plug.Crypto.encrypt/4 to use Oasis.Token.Crypto to encode, encrypt and
sign data into a token you can send to clients, please see Plug.Crypto.encrypt/4 for details.



    


    
      
        random_string(length)

      


        Generates a random string in N length via :crypto.strong_rand_bytes/1.



    


    
      
        sign(crypto, data)

      


        A wrapper of Plug.Crypto.sign/4 to use Oasis.Token.Crypto to sign data
into a token you can send to clients, please see Plug.Crypto.sign/4 for details.



    


    
      
        verify(crypto, token)

      


        A wrapper of Plug.Crypto.verify/4 to use Oasis.Token.Crypto to decode the original
data from the token and verify its integrity, please see Plug.Crypto.verify/4 for details.



    





      


      
        Types


        


  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          @type opts() :: Plug.opts()


      



  



  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() :: {:error, verify_error_status()}


      


Structured verification error returned by verify/2 and decrypt/2.
The second tuple element is a fixed string status code rather than an atom.

  



  
    
      
    
    
      verify_error_status()



        
          
        

    

  


  

      

          @type verify_error_status() :: String.t()


      


String status code used in verify_error().
Allowed values are:
	"expired"
	"invalid"
	"missing"

Elixir typespecs cannot enumerate string literals directly, so this remains
String.t() at the type level and the fixed set is documented here.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      crypto_config(conn, opts)



        
          
        

    

  


  

      

          @callback crypto_config(conn :: Plug.Conn.t(), opts :: Keyword.t()) ::
  Oasis.Token.Crypto.t()


      


Avoid using the application enviroment as the configuration mechanism for this library,
and make crypto-related key information configurable when use bearer authentication.
The Oasis.Plug.BearerAuth module invokes this callback function to fetch a predefined
Oasis.Token.Crypto struct, and then use it to verify the bearer token of the request.

  



  
    
      
    
    
      verify(conn, token, opts)


        (optional)


        
          
        

    

  


  

      

          @callback verify(conn :: Plug.Conn.t(), token :: String.t(), opts()) ::
  {:ok, term()} | verify_error()


      


An optional callback function to decode the original data from the token, and verify
its integrity.
If we use sign/2 to create a token, sign it, then provide it to a client application,
the client will then use this token to authenticate requests for resources from the server,
in this scenario, as a common use case, the Oasis.Plug.BearerAuth module uses verify/2
to finish the verification of the bearer token, so we do not need to implement this
callback function in general.
But if we use encrypt/2 or other encryption methods to encode, encrypt, and sign data into a token
and send to clients, we need to implement this callback function to custom the way to decrypt
the token and verify its integrity.

  


        

      

      
        Functions


        


  
    
      
    
    
      decrypt(crypto, token)



        
          
        

    

  


  

      

          @spec decrypt(crypto :: Oasis.Token.Crypto.t(), token :: String.t()) ::
  {:ok, term()} | verify_error()


      


A wrapper of Plug.Crypto.decrypt/4 to use Oasis.Token.Crypto to decrypt the original data
from the token and verify its integrity, please see Plug.Crypto.decrypt/4 for details.
Error statuses are normalized to strings ("expired", "invalid") for
Oasis's public callback contract.

  



  
    
      
    
    
      encrypt(crypto, data)



        
          
        

    

  


  

      

          @spec encrypt(crypto :: Oasis.Token.Crypto.t(), data :: term()) :: String.t()


      


A wrapper of Plug.Crypto.encrypt/4 to use Oasis.Token.Crypto to encode, encrypt and
sign data into a token you can send to clients, please see Plug.Crypto.encrypt/4 for details.

  



  
    
      
    
    
      random_string(length)



        
          
        

    

  


  

      

          @spec random_string(length :: non_neg_integer()) :: String.t()


      


Generates a random string in N length via :crypto.strong_rand_bytes/1.

  



  
    
      
    
    
      sign(crypto, data)



        
          
        

    

  


  

      

          @spec sign(crypto :: Oasis.Token.Crypto.t(), data :: term()) :: String.t()


      


A wrapper of Plug.Crypto.sign/4 to use Oasis.Token.Crypto to sign data
into a token you can send to clients, please see Plug.Crypto.sign/4 for details.

  



  
    
      
    
    
      verify(crypto, token)



        
          
        

    

  


  

      

          @spec verify(crypto :: Oasis.Token.Crypto.t(), token :: String.t()) ::
  {:ok, term()} | verify_error()


      


A wrapper of Plug.Crypto.verify/4 to use Oasis.Token.Crypto to decode the original
data from the token and verify its integrity, please see Plug.Crypto.verify/4 for details.
Error statuses are normalized to strings ("expired", "invalid") for
Oasis's public callback contract.

  


        

      


  

    
Oasis.Token.Crypto 
    



      
A module to represent crypto-related key information.
All fields of Oasis.Token.Crypto are completely map to:
	Plug.Crypto.encrypt/4 and Plug.Crypto.decrypt/4
	Plug.Crypto.sign/4 and Plug.Crypto.verify/4

Please refer the above functions for details to construct it.
In general, when we define a bearer security scheme of the OpenAPI Specification,
the generated module will use this struct to define the required crypto-related
key information.
Please note that the value of the :secret_key_base field is required to be a string at least 20 length.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Oasis.Token.Crypto{
  key_digest: atom(),
  key_iterations: pos_integer(),
  key_length: pos_integer(),
  max_age: integer(),
  salt: String.t(),
  secret: String.t(),
  secret_key_base: String.t(),
  signed_at: non_neg_integer()
}


      



  


        

      


  

    
Oasis.Plug.BearerAuth 
    



      
Functionality for providing Bearer HTTP authentication.
It is recommended to only use this module in production if SSL is enabled and enforced.
Example
As any other Plug, we can use the bearer_auth/2 plug:
# lib/pre_handler.ex
import Oasis.Plug.BearerAuth

plug :bearer_auth,
  security: Oasis.Gen.BearerAuth
  key_to_assigns: :user_id

# lib/oasis/gen/bearer_auth.ex
defmodule Oasis.Gen.BearerAuth do
  @behaviour Oasis.Token

  @impl true
  def crypto_config(_conn, _options) do
    # return a `Oasis.Token.Crypto` struct in your preferred way
    %Oasis.Token.Crypto{
      secret_key_base: "...",
      salt: "...",
      max_age: 7200
    }
  end
end
Or directly plug Oasis.Plug.BearerAuth:
# lib/pre_handler.ex

plug(
  Oasis.Plug.BearerAuth,
  security: Oasis.Gen.BearerAuth,
  key_to_assigns: :user_id
)

# lib/oasis/gen/bearer_auth.ex
defmodule Oasis.Gen.BearerAuth do
  @behaviour Oasis.Token

  @impl true
  def crypto_config(_conn, _options) do
    # ...
  end
end
We define the bearer security scheme
of the OpenAPI specification in our API design document, and then generate the related module and provide the requried configuration,
let's take some examples from YAML specifications.
Here we apply a global security to all operation objects:
openapi: 3.1.0

components:
  securitySchemes:
    bearerAuth: # arbitrary name for the security scheme
      type: http
      scheme: bearer
      bearerFormat: JWT

security:
  - bearerAuth: []
Here we apply a security to a operation object, and define an optional specification extension "x-oasis-key-to-assigns" field
to the :key_to_assigns option of bearer_auth/2:
openapi: 3.1.0

components:
  securitySchemes:
    bearerAuth: # arbitrary name for the security scheme
      type: http
      scheme: bearer
      bearerFormat: JWT
      x-oasis-key-to-assigns: user_id

paths:
  /something:
    get:
      security:
        - bearerAuth: []
The above arbitrary name "bearerAuth" for the security scheme will be transferred into a generated module (see the above mentioned "Oasis.Gen.BearerAuth"
module) to provide the required crypto-related configuration, and use it as the value to the :security option of bearer_auth/2.
By default, the generated "BearerAuth" module will inherit the module name space in order from the paths object, and then the operation object if they defined
the "x-oasis-name-space" field, or defaults to Oasis.Gen if there are no any specification defined. As an option, we can add an "x-oasis-name-space"
field as a specification extension of the security scheme object to override the module name space, meanwhile, the optional --name-space argument to the
mix oas.gen.plug command line is in the highest priority to set the name space of the generated modules.
components:
  securitySchemes:
    bearerAuth: # arbitrary name for the security scheme
      type: http
      scheme: bearer
      bearerFormat: JWT
      x-oasis-key-to-assigns: user_id
      x-oasis-name-space: MyAuth
In the above example, the final generated module name of "bearerAuth" is MyAuth.BearerAuth when there is no --name-space argument of mix task input.
After we define the bearer authentication into the specification, then run mix oas.gen.plug task with this spec file (via --file argument), there will
generate the above similar code to the related module file as long as it does not exist, it also follows the name space definition
of that module, and the generation does not override it once the file existed, we need to further edit this file to provide a crypto-related
configuration in your preferred way.
If we need a customization to verify the bearer token, we can implement a callback function Oasis.Token.verify/3 to this scenario.
# lib/bearer_auth.ex
defmodule BearerAuth do
  @behaviour Oasis.Token

  @impl true
  def crypto_config(conn, options) do
    %Oasis.Token.Crypto{
      ...
    }
  end

  @impl true
  def verify(conn, token, options) do
    # write your rules to verify the token,
    # and return the expected results in:
    #   {:ok, data}, verified
    #   {:error, "expired"}, expired token
    #   {:error, "invalid"}, invalid token
  end
end
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High-level usage of Baerer HTTP authentication.
See the module docs for examples.
Options
	:security, required, a module be with Oasis.Token behaviour.
	:key_to_assigns, optional, after the verification of the token, the original data
will be stored into the conn.assigns once this option defined, for example, if set
it as :user_id, we can access the verified data via conn.assigns.user_id in the
next plug pipeline.
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Parses the request token from Bearer HTTP authentication.
It returns either {:ok, token} or {:error, "invalid_request"}.
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Requests bearer authentication from the client.
It sets the response to status 401 with "Unauthorized" as body.
The response is not sent though (nor the connection is halted),
allowing developers to further customize it.
A response example:
HTTP/1.1 401 Unauthorized
www-authenticate: Bearer realm="Application",
                  error="invalid_token",
                  error_description="the access token expired"
Options
	:realm - the authentication realm. The value is not fully
sanitized, so do not accept user input as the realm and use
strings with only alphanumeric characters and space.
	:error - an optional tuple to represent "error" and "error_description"
attributes, for example, {"invalid_token", "the access token expired"}


  


        

      


  

    
Oasis.Plug.HMACAuth 
    



      
Functionality for providing an HMAC HTTP authentication.
STATEMENT: Currently there is no standard HMAC authentication definition in the OpenAPI v3.1.0 specification,
we implement this function to add an hmac-<algorithm> as the corresponding scheme field to http
type of the security scheme, thanks for some public HMAC services or API design as references:
	Azure REST API Authentication HMAC
	AWS S3 sigv4 Authentication
	AWS general sigv4 Authentication example

It is recommended to only use this module in production if SSL is enabled and enforced.
Usage
As any other Plug, we can use the hmac_auth/2 plug:
# lib/pre_handler.ex
import Oasis.Plug.HMACAuth

plug(
  :hmac_auth,
  signed_headers: "x-oasis-date;host",
  algorithm: :sha256,
  security: Oasis.Gen.HMACAuth
)

# lib/oasis/gen/hmac_auth.ex
defmodule Oasis.Gen.HMACAuth do
  @behaviour Oasis.HMACToken

  @impl true
  def crypto_config(_conn, _options, _credential) do
    # return `Oasis.HMACToken.Crypto` struct in your preferred way
    %Oasis.HMACToken.Crypto{
      credential: "client id",
      secret: "hmac secret",
    }
  end
end
Or directly plug Oasis.Plug.HMACAuth:
# lib/pre_handler.ex
plug(
  Oasis.Plug.HMACAuth,
  signed_headers: "x-oasis-date;host",
  algorithm: :sha256,
  security: Oasis.Gen.HMACAuth
)

# lib/oasis/gen/HMAC_auth.ex
defmodule Oasis.Gen.HMACAuth do
  @behaviour Oasis.HMACToken

  @impl true
  def crypto_config(_conn, _options, _credential) do
    ...
  end
end
Let's take an example from a YAML specification, we apply a global security to all operation objects:
openapi: 3.1.0

components:
  securitySchemes:
    HMACAuth: # arbitrary name for the security scheme
      type: http
      scheme: hmac-sha256
      x-oasis-signed-headers: x-oasis-date;host
      x-oasis-name-space: MyAuth

security:
  - HMACAuth: []
The above arbitrary name "HMACAuth" for the security scheme will be transferred into a generated module (see the above mentioned "Oasis.Gen.HMACAuth"
module) to provide the required crypto-related configuration, and use it as the value to the :security option of hmac_auth/2.
By default, the generated "HMACAuth" module will inherit the module name space in order from the paths object, and then the operation object if they defined
an x-oasis-name-space field, or defaults to Oasis.Gen if there are no any specification defined. As an option, we can add an x-oasis-name-space
field as a specification extension of the security scheme object to override the generated module's name space, meanwhile, the optional --name-space argument to the
mix oas.gen.plug command line is in the highest priority to set the name space of the all generated modules.
components:
  securitySchemes:
    HMACAuth: # arbitrary name for the security scheme
      type: http
      scheme: hmac-sha256
      x-oasis-signed-headers: x-oasis-date;host
      x-oasis-name-space: MyAuth
In the above example, the final generated module name of "HMACAuth" is "MyAuth.HMACAuth" when there is no --name-space argument of mix task input.
After we define the HMAC authentication into the specification, then run mix oas.gen.plug task with this spec file (via --file argument), there will
generate the above similar code to the related module file as long as it does not exist, it also follows the name space definition
to that module, and the generation does not override it once the file existed, we need to further edit this file to provide a crypto-related
configuration in your preferred way.
If we need a customization to verify the HMAC token, we can implement a callback function Oasis.HMACToken.verify/3 to this scenario.
# lib/hmac_auth.ex
defmodule HMACAuth do
  @behaviour Oasis.HMACToken

  @impl true
  def crypto_config(conn, options, credential) do
    ...
  end

  @impl true
  def verify(conn, token, options) do
    # write your rules to verify the token,
    # and return the expected results in:
    #   {:ok, token}, verified
    #   {:error, "expired"}, expired token
    #   {:error, "invalid_token"}, invalid token
  end
end
Supported Algorithms
Here we use :crypto.mac/4 to compute a MAC of type :hmac from data, the completed supported algorithms can be found in
the hash algorithm type of :crypto, see
Erlang/OTP crypto user's guide - HMAC for more details.
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          @type algorithm() ::
  :sha
  | :sha224
  | :sha256
  | :sha384
  | :sha512
  | :sha3_224
  | :sha3_256
  | :sha3_384
  | :sha3_512
  | :blake2b
  | :blake2s
  | :md4
  | :md5
  | :ripemd160
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          @type opts() :: [
  algorithm: algorithm(),
  security: module(),
  signed_headers: String.t()
]
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          @spec hmac_auth(conn :: Plug.Conn.t(), opts :: opts()) :: Plug.Conn.t()


      


High-level usage of HMAC HTTP authentication.
See the module docs for examples.
Options
	:algorithm, required, see Algorithms Supported for details.
	:security, required, a module be with Oasis.HMACToken behaviour.
	:signed_headers, required, defines HTTP request headers added to the signature, the provided headers are required in the request,
and both in client/server side will use them into signature in the explicit definition order. (e.g., "x-oasis-date;host")
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          @spec parse_hmac_auth(conn :: Plug.Conn.t(), algorithm :: algorithm()) ::
  {:ok, Oasis.HMACToken.token()} | {:error, String.t()}


      


Parses the request token from HMAC HTTP authentication.
On parse failure this returns {:error, "header_mismatch"}.

  


        

      


  

    
Oasis.Plug.RequestValidator 
    



      
A plug to convert types and validate the HTTP request parameters by the schemas of
the OpenAPI definition.
The schema options can be found in the generated pre- plug handler file, the full list:
	:query_schema
	:header_schema
	:cookie_schema
	:body_schema

All of these options are fully map and generated from the corresponding definition of the OpenAPI Specification.
When the query parameters are verified by the validation of :query_schema, the coverted types of query parameters
are reserved in :query_params and :params field of the Plug.Conn.
When the header parameters are verified by the validation of :header_schema, the converted types of header parameters
are reserved in :req_headers field of the Plug.Conn.
When the cookie parameters are verified by the validation of :cookie_schema, the coverted types of cookie parameters
are reserved in :req_cookies field of the Plug.Conn.
When the request body is verified by the validation of :body_schema, the coverted types of request body are reserved
in :body_params and :params field of the Plug.Conn.
Primitive JSON bodies
Oasis follows Plug's default nest_all_json: false behavior: Plug wraps
non-object JSON roots in a single _json key and leaves object roots as direct
maps. That representation is otherwise indistinguishable from a literal JSON
object whose only property is named _json, so Oasis only unwraps it when
raw-body provenance proves that the wire value was not an object. Generated
routers configure the required reader automatically. Handwritten pipelines
that accept JSON bodies must configure Plug.Parsers in the same way and keep
the default nest_all_json: false setting:
plug Plug.Parsers,
  parsers: [:json],
  pass: ["*/*"],
  json_decoder: Jason,
  body_reader: {Oasis.CacheRawBodyReader, :read_body, []}

plug Oasis.Plug.RequestValidator, body_schema: body_schema
Without that provenance, Oasis deliberately keeps the _json map intact and
fails closed rather than guessing from the schema and potentially accepting a
literal object as a primitive value. An empty parsed map is also ambiguous—it
may represent either an absent body or the JSON object {}—so Oasis returns
an actionable 415 unless framing headers prove that bytes were present. After
successful validation, primitive roots remain available as
conn.body_params["_json"] so Plug's body_params and params fields stay
map-shaped.
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Callback implementation for Plug.init/1.

  


        

      


  

    
Oasis.BadRequestError.Invalid 
    



      
This error is used to indicate could not parse a parameter into the type due to client error.

      




  

    
Oasis.BadRequestError.InvalidToken 
    



      
This error is used to indicate the provided token is expired, revoked, malformed, or invalid.

      




  

    
Oasis.BadRequestError.JSONSchemaValidationFailed 
    



      
Indicates that a request input failed JSON Schema validation.
This struct wraps the underlying JSONSchex.Types.Error so detailed
validation context is available to custom error handlers.
Fields
	:error - the underlying JSONSchex.Types.Error.t/0.
	:path - a URI-fragment JSON Pointer addressing the offending value
inside the request payload, e.g. "#/name". Pointer segments use RFC
6901 escaping (~ → ~0, / → ~1) followed by URI percent-encoding.

Generated Oasis modules do not embed OpenAPI source metadata at runtime;
the route/parameter context that produced this error is already available
from Plug.Conn.t/0 (method, request_path, path_info, headers) plus
the surrounding Oasis.BadRequestError's :use_in and :param_name
fields. For generation-time source locations into the OpenAPI document,
see Mix.Oasis.Router's :source_meta field.

      




  

    
Oasis.BadRequestError.Required 
    



      
This error is used to indicate there missing a required parameter due to client error.

      




  

    
Oasis.BadRequestError exception
    



      
Error raised when some reason could not process the request due to client error.

      




  

    
Oasis.FileNotFoundError exception
    



      
Error raised when use an invalid file path to generate corresponding modules.

      




  

    
Oasis.InvalidSpecError exception
    



      
Error raised when use some invalid OpenAPI specification to generate corresponding modules.

      




  

    
mix oas.gen.plug 
    



      
Generates router and plug handlers for a proper OpenAPI Specification in YAML or JSON file.
mix oas.gen.plug --file path/to/openapi.yaml
mix oas.gen.plug --file path/to/openapi.yml
mix oas.gen.plug --file path/to/openapi.json
The arguments of oas.gen.plug mix task:
	--file, required, the completed path to the specification file in YAML or JSON format.
	--router, optional, the generated router's module alias, by default it is Router (the full module name is Oasis.Gen.Router by default), for example we set --router Hello.MyRouter meanwhile there is no other special name space defined, the final router module is Oasis.Gen.Hello.MyRouter in /lib/oasis/gen/hello/my_router.ex path.
	--name-space, optional, the generated all modules' name space, by default it is Oasis.Gen, this argument will always override the name space from the input --file if any "x-oasis-name-space" field(s) defined.
	--force, optional, forces creation without a shell prompt.
	--quiet, optional, does not log command output.
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Callback implementation for Mix.Task.run/1.
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